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About This Guide

This guide is intended to provide a reference for the messages, which are transmitted from the terminal to
the host and from the host to the terminal, communications routines, and receipt requirements.

Refer to the Worldpay Petroleum Card Specification for specific information about fleet cards (prompting,
restrictions, track layouts, and so on).

This guide defines all data fields in ASCII format and they are in numeric (n), alphabetic (a), or
alphanumeric format (a/n). Data elements in terminal request messages that are always required are
classified as (REQD) and data elements that are optional are classified as (OPTL). Data elements in host
response messages that are always returned are classified as (CNST) and data elements that are
returned dependent on the type of terminal request are classified as conditional (CDTL).

Intended Audience

This document is intended for users of the Worldpay Petroleum Message Format.

Petroleum Transaction Message Specification (PCD) V1.29
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Revision History

For revision history for this document prior to March 2018, consult your Relationship Manager.

Revisions to this document are as follows:

TABLE1 Document Revision History

Doc.
Version

Release
Date Description Location(s)

1.29

Modified Note for G080, Tag PB (see Table 6-11). Chapter 6

For both G080 and R080, Changed the maximum
length for Tag MS from 153 to 317. Change the
maximum length for Tag KT from 96 to 256. Added a
second possible format for Tag CD (see Table 6-11,
03.27.2026 | Table 6-12, Table 6-25 and Table 6-26).

Modified the Notes for R002, Tag VF (see
Table 6-15).

Modified the Condition and Notes/Field Values for Appendix H
Terminal Features, Byte 4 (see Table H-1).

1.28

Corrected Field Name “Response Group” to Chapter 3
“‘Request Group” in Table 3-20).

Added sections 3.23 through Table 3-25. about
Master Key management.

Removed the “Only available for...” Note from G080. | Chapter 6
02.19.2026 | Corrected the description for Field 3 of G080. It was
“Tag Value Length”, now “Tag Value” (see

Table 6-10). Also, added MS Tag and Subtags (see
Table 6-12).

Added Response Group R080 - PIN Encryption Data
(see section 6.3.9). Also, changed the Notes for Tag
PB (see Table 6-11).

1.27

Added Field 15 to G001 (see Table 6-1) to supporta | Chapter 6

10.08.2025 Transaction Initiation Flag.

1.26

Added Field 14 to G001 (see Table 6-1) to support Chapter 6
the Transaction Link Indicator.

Added request group G068 - Lifecycle Transaction
Link Identifier to support the inclusion of the ID value

07.24.2025 in subsequent linked transactions.

Added response group R041 - Transaction Link ID to
support the return of the link ID value for use in
subsequent linked transactions.
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1.25

06.06.2025

Modified the description of Tag VF in R002 (see
Table 6-15)

Chapter 6

Add Note for FleetCor/Fuelman to Code DJ (see
Table A-1).

Appendix A

1.24

03.04.2025

Added Field #13 to G001 (see Table 6-1)

Added Tag PG (Merchant Payment Gateway ID) to
G002 (see Table 6-3)

Added Field G080 - PIN Encryption Data (see
section G080 - PIN Encryption Data)

Chapter 6

Modified the Condition and Description/Field Values
for Terminal Features, Block 4 (see Table H-1

Appendix H

1.23

09.25.2024

Changed the order and numbering of R035 and
R036. R035 was listed as R036 and R036 as R035.

Chapter 6

Added Data Types to Table A-1.

Appendix A

1.22

08.21.2024

Updated the Tag for Issuer Script Result (see
Table W-1) from 9F5b to 9F5B.

Appendix W

1.21

06.10.2024

Added definition for Maintenance ID.

Appendix A

1.20

01.30.2024

Revised the Note at the beginning of Appendix L,
Product Information Values.

Appendix L

08.25.2023

Added Field 12 to G001 (see Table 6-1).
Added Tag BN to R0O02 (see Table 6-15)
Added Tags EM and PC to R075 (see Table 6-23).

Group Data

Added info to description of Field Separators (see
Table W-2).

Appendix W

02.27.2023

Added Field 11 to G001 (see Table 6-1).

Add missing EBT Transaction Codes 25 and 45 (see
Table 1-10).

Chapter 6
Chapter 1

12.8.2022

Added G062 - Visa Merchant ID (see G062 - Visa
Merchant ID).

Added Tag VA to R002 - Additional response Data
(see R002 - Additional Response Data)

Chapter 6

08.24.2022

Added values to Table 6-1 (G001), Table 6-3 (G002),

and Table 6-10 (R002).

Chapter 6

1.15

06.30.2022

Removed “Non-numeric versions of these data type
will be ignored.” from Notes for Visa 2.0, note 2.

Appendix A
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1.14

05.24.2022

Added information to support Visa 2.0

Chapter 6 and
Appendices A, H, and L

1.13

04.27.2022

Reworded Note in section Section 6.3.1.

Updated footers across entire guide.

Chapter 6
All

03.22.2022

Added option 2 to Position 0 of Table H-1, "Terminal
Features"

Appendix H

01.07.2022

Updated the amounts in Table V-1, "Pre-Auth and
Cutoff Amounts for Pump Transactions".

Appendix V

12.03.2021

Removed Section 5.1 (Receipt Requirements).

Chapter 5

11.05.2021

Added Field 08 (Debit Optimization Request
Indicator) to G001 - Optional Processing Indicators.

Added tag DO to the list of valid values for R0O02 -
Additional Response Data.

Chapter 6

1.8

08.06.21

Added G061 - FIS Loyalty Data and R075 - Raw
Network Response Data.

Chapter 6

1.7

06.16.21

Updated the text in the Product Codes and Price
Look Ups section.

Updated all of the product codes in Appendix A,
"Card Data and Product Information Codes".

Chapter 1, Appendix A

1.6

02.03.2021

Added transaction codes 80 and 81 to Table 1-8.

Updated the descriptions for Fields 04, 05, and 06 in
Table 6-1.

Added G028 - Tokenization Utilization.

For RO02 - Additional Response Data, added the PL
and TK tags.

For RO03 - System Health Status Information,
corrected a subfield description for Current System
Health.

Chapter 1, Chapter 6

1.5

01.06.2021

For G001 - Optional Processing Indicators, added
fields 04, 05, and 06, which are reserved for future
use.

For G001 - Optional Processing Indicators, added
field 07 (Request Raw Network Data).

Removed note from G002 - Additional Request Data.

Added R0O75 - Raw Network Response Data.

Chapter 6
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TABLE 1

Document Revision History

About This Guide

Doc.
Version

Release
Date

Description

Location(s)

1.4

10.07.2020

Added System Health Check Request and System
Health Check Response.

Updated Sample Administrative Request/Response
Packets with a System Health Check example.

Updated the introductory paragraph for Request
Groups.

Added G004 - Customer Discretionary Data.

Updated the introductory paragraph for Response
Groups.

Added R003 - System Health Status Information.

Added R035 - WEX Additional Host-Based Prompts
Requested and R035 - WEX Additional Host-Based
Prompts Requested.

Added the WX tag for G002 - Additional Request
Data.

In Table A-1, noted that WEXP no longer supports
code 05 (Driver’s License).

Updated Table B-5 with following new code: 0400
(More WEX Prompts Required).

Updated the values for Byte 2 (Wright Express
Version Flag) in Table H-1.

Chapter 3, Chapter 6,
Appendix A, Appendix B,
Appendix H

1.3

05.06.2020

Added a required field separator for the following
transaction request messages: Transaction Request
Message (TREQ) and Addendum Data Message.

Added a required field separator for the following
administrative transactions: Host Batch Close
Response, Update Terminal Configuration
Response, and Update Card Ranges Response.

Chapter 2, Chapter 3

1.2

04.01.2020

Added subfield 03 to G001 - Optional Processing
Indicators.

Add the AR tag to R002 - Additional Response Data.

Chapter 6

1.1

01.08.2020

Added G026 - POS Encrypted Data (not generally
available at this time).

Chapter 6

1.0

10.02.2019

This is a new guide.

NA
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About This Guide

Document Structure

This manual contains the following sections:

Chapter 1, "Overview"

This chapter provides a general overview of the Petroleum Specification message formats.

Chapter 2, "Transaction Request Message"

This chapter describes the Transaction Request messages that request authorization from the
card-issuing network for a payment, return, or void against a specific account and the Transaction
Response messages that contains the network's approval or denial of the requested transaction.
Chapter 3, "Administrative Transactions"

This chapter describes that administrative transactions you use to request information from or send
information to the host. This information is not specific to one transaction or card type.

Chapter 4, "Worldpay Communications"

This chapter describes the required protocol dependent message headers and trailers and the protocol
behavior for single threaded communications. It illustrates various communication scenarios (with and
without errors) that may occur during the message exchange between the terminal and host.

Chapter 5, "Terminal Application Requirements"

This chapter describes the terminal application receipt and report requirements.

Chapter 6, "Group Data"

This chapter describes the following: group data rules, request groups, and response groups.

Appendix A, "Card Data and Product Information Codes"

This appendix provides data types, service codes, measurement codes, product codes, sample customer
data fields, and sample product information.

Appendix B, "Card Data and Product Information Codes"

This appendix provides the action codes and response literals for uploaded transaction, credit, debit,
Fleet, gift and prepaid cards, sprint phone card activation and the VSP response codes for P2PE.
Appendix C, "AVS Result Codes"

This appendix provides AVS result codes for the following: Visa, Mastercard, Discover, and American
Express.

Appendix D, "Card Verification Value Result Codes"

This appendix provides the Visa and Discover CVV2/CID Result Codes, the Mastercard CVC 2 Result
Codes, and the American Express CID Result Codes.
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About This Guide

Appendix E, "Transaction Code Values"

This appendix provides the transaction code values for the different card type transactions.

Appendix F, "Account Types"

This appendix provides the descriptions and field values for the different account types.

Appendix G, "Entry Type Values"

This appendix provides the descriptions and field values for entry methods.

Appendix H, "Terminal Features"

This appendix provides the descriptions and field values for terminal feature field value information.

Appendix |, "Configuration Information"

This appendix provides the field value information for configuration information.

Appendix J, "Host Gift Totals"

This appendix provides the field value information for host totals, which are current batch/shift for gift card
activations, deactivations, and balance inquiries.

Appendix K, "Terminal Batch Totals"

This appendix provides the field value information for terminal batch totals.

Appendix L, "Product Information Values"

This appendix provides the descriptions and field values for product information.

Appendix M, "Transaction Type and Card Specific Data"

This appendix This appendix includes the descriptions and field values for the following: Transaction Type
Specific Data 1, Card Type Specific Data, and Transaction Type Specific Data 2 (EBT and Loyalty).

Appendix N, "Receipt Header Information"

This appendix provides the descriptions and field values of the Receipt Header Information.

Appendix O, "Configuration Change Flag"

This appendix provides the descriptions and field values of the Configuration change flag.

Appendix P, "Configuration Update Information™

This appendix provides the field value information for Configuration Update Information.

Appendix Q, "Surcharge Fees"

This appendix provides the merchant processing fees for various services with descriptions and field
values of the surcharge fee values.
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About This Guide

Appendix R, "Miscellaneous Features™

This appendix provides the descriptions and field values of the miscellaneous features values.

Appendix S, "End of Day Posting Options"

This appendix provides the descriptions and field values of the End of Day Posting Options values.

Appendix T, "Card Range Update Data"

This appendix provides the descriptions and field values of the Card Range Update Data values.

Appendix U, "Response Literal”

This appendix describes the field value information for Response Literal information on Administrative
transactions only.

Appendix V, "Table Information™

This appendix presents visual representations of several Worldpay codes, defaults, and processing
options to help POS developer understand the Worldpay Message Formats and the processing of traffic
to the Worldpay Host.

Appendix W, "EMV Data Elements"

This appendix describes the EMV request and response fields.

Appendix X, "Terminal Input Capabilities"

This appendix describes the various methods by which a terminal can capture PAN/track data and
remains constant for each transaction from the terminal.

Glossary

This glossary provides definitions used in the Petroleum/C-Store industry. The intent is to provide an
understanding of the meaning of features required by Worldpay and what that feature, function or term
means to Worldpay. If there is any term or function that is not clear to the developer, it should be
forwarded to the Product Management Associate working with the developer for a clarification.

Related Documentation

See the following related document:

e  Petroleum Card Specification

Petroleum Transaction Message Specification (PCD) V1.29
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Typographical Conventions

Table 2 describes the conventions used in this guide.

TABLE 2 Typographical Conventions

Convention

Meaning

Vertical ellipsis points in an example mean that information not directly related to
the example has been omitted.

Horizontal ellipsis points in statements or commands mean that parts of the
statement or command not directly related to the example have been omitted.

<>

Angle brackets are used in the following situations:

e user-supplied values (variables)
e XML elements

[]

Brackets enclose optional clauses from which you can choose one or more option.

bold text

Bold text indicates emphasis.

Italicized text

Italic type in text indicates a term defined in the text, the glossary, or in both
locations.

blue text Blue text indicates a hypertext link.

| This character represents a separator in examples and if for illustrative purposes
only.
[ I2.1123456|01001211004000 |
You should not include it in any messages.

<fs> In examples, this represents a field separator.

<gs> In examples, this represents a group separator.

<rs> In examples, this represents a record separator.

worldpay
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Overview

This chapter provides a general overview of the Petroleum Specification message formats.
The topics discussed in this chapter are:

e General Field Information

¢ Field Descriptions

Petroleum Transaction Message Specification (PCD) V1.29
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1.1 General Field Information

All data fields defined in this specification are in ASCII format and are in numeric (n), alphabetic (a), or
alphanumeric format (a/n). Data elements in terminal request messages that are always required are
classified as (REQD) and data elements that are optional are classified as (OPTL). Data elements in host
response messages that are always returned are classified as (CNST) and data elements that are
returned dependent on the type of terminal request are classified as conditional (CDTL).

Field names with an asterisk (*) are also documented by byte value and should not be interpreted as
multiple separate fields. For optional fields that are also documented by byte value, the individual bytes
are requirements of this field and will be classified as required (REQD).

Fixed-length alphanumeric fields are always left-justified and padded to the specified length with space
characters (hex values = 0x20) and fixed length numeric fields are always right-justified and padded to
the specified length with 0's (hex values = 0x30). Variable length fields are always delimited by a field
separator and you should not pad them.

Amount fields are in the lowest currency value unless otherwise specified. For transactions in dollars, the
amounts are in pennies. Amount fields always contain positive or absolute values.

Petroleum Transaction Message Specification (PCD) V1.29
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1.2 Field Descriptions

1.2.1 Payment Types

Worldpay defines payment types as Credit, Debit, EBT, Fleet, and Prepaid. The transaction codes
specific to each payment type determine the transaction types.

1.2.2 Terminal Identification Field

The terminal identification field comprises a 15 byte numeric merchant number, an eight byte numeric
terminal number, and a one byte numeric check digit for a 24 byte total. Worldpay assigns the merchant
number, terminal number, and check digit.

Table 1-1 shows an example of MID 542929001000041001177048.

TABLE 1-1  MID Example

Name Value

Merchant Number 542929001000041
Terminal Number 00117704

Check Digit 8

NOTE: Versions prior to Version 5 must still support the 22 character terminal identification field
with a 15 byte merchant number, a six byte terminal number, and a one byte check digit.

1.2.3 Device Identifier Field

The Device ldentifier field is a 1-byte alphanumeric device identification number that follows the Terminal
Identification field. It is a unique alphanumeric character based on the terminal's logical address in respect
to the controller.

1.2.4 Transaction Date and Time Field

Format the local transaction date using a CCYYMMDD format, where CC is the two digit century, YY is
the two digit year, MM is the two digit month, and DD is the two digit day.

Format the local transaction time using an HHMMSS format, where HH is the two digit hour, MM is the
two digit minutes, and SS is the two digit seconds. The timestamp on an original transaction should occur
within three minutes (local time) of the official US time. See time.gov for the official time.

Worldpay loads these two values into the TREQ fields, Local Transaction Date and Local Transaction
Time. A Completion transaction must match the time and date stamp given on the preauthorization
transaction. A Void transaction must match the time and date stamp of the voided transaction.

Petroleum Transaction Message Specification (PCD) V1.29
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1.2.5 Batch Numbers Field

The terminal application generates batch numbers when a transaction opens a new batch/shift or when
the merchant operator initiates a Shift Close or Day Close on an empty batch.

Format the Batch Numbers field using a YYYYMMDDNNN format, where YYYY is the four digit year, MM
is the two digit month, DD is the two digit day, and NNN is the three digit count.

Batch numbers are based on the date they are opened and a three digit batch/shift count. Even when
spanning multiple calendar days, the batch number does not change until a transaction opens a new
batch or shift.

As a fraud prevention feature, the batch count must increment to 999 independent of the date. The batch
count then increments to 001.

1.2.6 Transaction Sequence Numbers Field

The terminal application generates transaction sequence numbers. They are a fixed-length numeric field
that have a starting value of 0001 and should increment by 1 for each approved or denied transaction.

The Transaction Sequence Number is the sequence number that appears on receipts and reports.
Completion requests and voids should use the same sequence number sent in the preauthorization or
sale request. This number rolls over to the starting value after 9999.

1.2.7 Message Sequence Numbers Field

The terminal application generates the Message Sequence Numbers field. It is a fixed-length numeric
field. The terminal application should generate a unique Message Sequence Number field for each
transaction request sent to the host computer regardless of the outcome of the transaction. This number
rolls over to the starting value after 9999.

1.2.8 Entry Method Field

The Entry Method field describes the origin of the track data, which is one of the following methods:
swiped (from terminal or pump), radio frequency read, or manual-entry.

1.2.9 Processing Mode Field

The Processing Mode field indicates whether the terminal is in Host Capture or Hybrid mode. The
preferred mode is Hybrid in which the terminal will upload transactions for an out of balance batch.

1.210 Request Type Field

The Request Type field indicates whether the Detail Transaction sent to the Worldpay Host should be
sent for authorization and posting to the merchant account. If the field's value is 0, the transaction is an
original transaction and available for authorization and processing. If the field's value is 1, the transaction
is a resubmittal and it is not available for authorization but only for posting.
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1.2.11 Hot Pump Function

The Hot Pump function allows the pump mechanism to begin dispensing fuel before the host returns the
authorization response. If the host's response is a decline, the pump should immediately terminate fuel
dispensing and send the cardholder inside for payment. Turning on and off Hot Pump at the site can be
accomplished by the merchant operator or set by a PDL parameter. In the Worldpay Host PDL, Hot Pump
is a parameter that is optional depending on the card type. You transmit it to the terminal in a terminal
configuration update message. See Update Terminal Configuration Request on page 93 and Update
Terminal Configuration Response on page 94 for more information.

1.2.12 BIN Range Update - Manual Entry of BINs

This function lets the POS update a BIN Range that requires a BIN prefix of 12 digits. On the Update
Card Ranges Response, the Card Range Update Data field for ranges allows eight characters for the first
and final BIN Number in a range. The Card Ranges Response applies only to Credit, Prepaid, and Fleet
ranges. The POS should provide a Configuration Menu function that let you update a range from eight
characters to twelve characters.

This is not a requirement as of the publication of this document. See Update Card Ranges Request and
Update Card Ranges Response for more information.

1.2.13 Offline Stand In Function

The Offline Stand In function lets you perform offline authorizations when the POS cannot communicate
with the Worldpay host. Once the POS establishes communication with the Worldpay host again, the
POS sends all stored transactions to the Worldpay host. It is the customer's decision to use Offline Stand
In and accepts it as a risk of doing business.

The POS can store a maximum number of 200 stand in transactions. After that, the POS must not
process additional transactions as Stand In. When the POS is in Stand In mode for an extended period,
the POS prompts the merchant operator to contact the Worldpay Help Desk.

Once a terminal reestablishes communications with the host, newly initiated transactions should take
priority over the transmission of transactions approved locally. While observing this prioritization, locally
approved transactions should be submitted to the host in the order that they were originally created (first
in, first out).

NOTE: A terminal can have only two batches open at any one point in time. If a terminal exceeds
this limit, transactions submitted that are not in the two oldest batches receive a decline with an
invalid batch response. Number must be numeric values.

When the POS returns to Live Mode, it should not send the next Stand In transaction to the host until it
receives a valid host response to the current Stand In transaction.

Normally, Offline Stand In is set to OFF for all card types in the Worldpay parameter download file. In the
Worldpay Host PDL, Offline Stand In and Offline Stand In Amounts are parameters that are optional by
card type and are transmitted to the terminal in the Terminal Configuration Update Message. See Update
Terminal Configuration Request and Update Terminal Configuration Response for more information.
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Stand In is never valid for Debit, EBT or Prepaid cards. You can enable Stand In processing during the
configuration of the Point of Sale.

Figure 1-1 assumes the following:

* The POS is a dial system.

* The POS has the Offline Stand In flag for Visa setto Y (Yes).
* The POS has the Offline Stand In Limit for Visa set to $20.00.

FIGURE 1-1  Offline Stand In Processing User Case
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1.2.14 Hybrid Batch Processing

Hybrid batch processing, the method of settling a day's processing, functions as a combination of Host
and Terminal Capture. The POS must maintain a shadow file of transactions that have been processed to
the Worldpay Host. These shadow detail records must contain all the information that was originally sent
to the Host and received in the response, including the Authorization Number and Retrieval Data, except
the complete Track Data which the POS cannot store.

In Hybrid Batch mode, all records sent to the host will have a Processing Mode field set to 1 indicating
Hybrid Batch.

You can process batches to the Worldpay Host at any time with one exception. The POS receives the
Response Literal of PLEASE TRY LATER for this one exception. This occurs between 03:45 AM and
04:02 AM Eastern Time. If the POS receives this Response Literal, it should wait twenty minutes before
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retrying the Batch Settlement. This seventeen minute window is the only time that the Worldpay host does
not accept batches.

The POS can close its batch for several different reasons including Batch Limit auto close, merchant
operator initiated shift close, merchant operator initiated end of day close, and automated End of Day
(EOD) Close. When the POS is set for hybrid mode, any function that results in a batch close will require
the POS to do a hybrid settlement. The POS will close any open Batch and send totals to the Worldpay
Host. If the totals from the POS Batch Totals match the Host Totals for the batch, the Worldpay Host
posts the transactions recorded at the host. If the totals matched and the POS has completed its batch
close process, the POS will delete the detail records within the POS.

If the totals do NOT match, the POS then functions in a Terminal Capture mode, and sends all of its detail
records from the shadow file to the Worldpay Host. The Request Type fields for all the detail records in
the uploading batch are set to 1 indicating that this is a Re-submittal for Hybrid Upload. Provided the POS
generated Header and Trailer records have totals that match the count and amount of the detail records
sent up to the Host, the Host will post what the POS sent and send the POS a BATCH CLOSED Response
Literal in the Hybrid Batch Upload Response (Trailer). After successfully completing the upload and
receiving the Host BATCH CLOSED message, the POS will delete the detail records it has.

The Worldpay host will tally all of the transaction detail records sent by the POS. If the POS Header and
Trailer record totals don't match the total of the detail records sent up, the Worldpay Host will respond
with an OUT OF BALANCE Response Literal in the Hybrid Batch Upload Response (Trailer). If the batch
is still out-of-balance after three attempted uploads, the Worldpay Host will post the original Host
transactions that it has. The POS will then use the POS Totals to print a report used by the merchant
operator to perform an off-line reconciliation. The report prints the OUT OF BALANCE message and prints
the POS Totals and the Host Totals. With the printed report, the merchant operator may perform an offline
reconciliation.

The POS tries to upload the batch three times. If they are unsuccessful, when the POS sends up a fourth
attempt it will receive BTCH PREV CLOSED Response Literal on the Hybrid Batch Upload Response
(Header Packet). The Worldpay Host closes the Batch after three unsuccessful attempts. The Batch is
marked closed by the Worldpay host, and the Worldpay host will post totals accumulated by the Worldpay
host. The Worldpay Host will compare the Batch/Shift Number in the Hybrid Batch Upload Request
(Header Packet) and see that the matching Batch Number is marked Closed. This is what triggered BTCH
PREV CLOSED response to the POS. This will also allow the POS to know that its batch has been
processed at the host and the POS Batch must be manually reconciled and deleted. The POS batch may
now be deleted after the printing of the batch reports. The POS increments its Batch Number.

For additional information, see the following:

* Hybrid Batch Upload Request (Header Packet)
* Hybrid Batch Upload Response (Header Packet)
e Hybrid Batch Upload Request (Trailer Packet)

e Hybrid Batch Upload Response (Trailer Packet)
Figure 1-2 assumes the following:

* The Host and the POS totals do not match.

¢ There are 99 transactions.
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FIGURE 1-2  Hybrid Upload User Case

POS [ Host
|
Current open batch I
is chosing |
I
} I
el I T
Balance.”
M&@m l | 47 attompt, roply [+
B2 to send 10 | EERRCH RN
Rar. | closed,
| I
POG formats & I
sends a Hybrid } Riephios “Ready
Hesheer G0 I
i £ ]
* I
POS smu-m?tu [ Hos: regiies
Fros: Tive: -1 | each E::HLM
Request type - 1 |
) |
+ I
POS farmats and | NO
senits Hybiid trailer |
I
I
I
in Baanee? t
|
YE: |
| 3
I Ruplins *Batch
POS displays. Closed ™ & uses the
“Batch Closed” | FOS Detall Nor
Serthement
_ |
x I
POS miay now I
delete detail of the
hatzh I
|
I

1.2.15 Information Update Message

The Information Update message (Transaction Code 38 for Fleet or Transaction Code 19 for Credit on
the TREQ) is used to send up additional information in the product data and customer data fields when
the normal transaction flow does not provide for some information to be sent to the host.

There are two Fleet Card scenarios that use the Information Update message. These include the
Fuelman Customer Number Prompt and Fleet Inside Partial Approval Processing.
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1.2.15.1 Fuelman Customer Number Prompt

The Fuelman cards which can request an additional customer prompt on an inside sale or return, would
send this message to the host with all of the product data and customer prompts/information. A pump
pre-auth/completion pair of transactions would have the additional prompt in the customer data field of the
completion message. For Fleet Information Update messages sent to the Worldpay Host, the POS should
use the Transaction Code 38. See Sample Administrative Request/Response Packets.

When the POS received the TRSP from the Worldpay Host, it interrogates the Transaction Type Specific
data field, examining the Credit/Fleet Results Codes.

If Byte 3, Additional Cardholder Prompts is set to 1 for Customer Number, the POS must prompt for
Customer Number and build a Customer Data field with the entered Customer Number on the Information
Update Message. For this Customer Data field, use Code 8 for Purchase Order Number. See

Appendix A, "Card Data and Product Information Codes" for more information.

If Byte 6, Purchase Card Indicator is set to B, R, or S, Integrated POS moves the already calculated Sales
Tax Amount to the Product Information field, using Product Code 950 and the entered Sales Tax Amount
on the Information Update Message, even if it is zero.

If Byte 6, Purchase Card Indicator is set to B, R, or S, Stand Alone POS must prompt for the Sales Tax
Amount, if the Tax information is not already stored, and build a Product Information field, using Product
Code 950 and the entered Sales Tax Amount on the Information Update Message, even if it is zero.

After sending the Information Update Message to the Worldpay Host, the POS must store the data sent to
the host until a successful batch close. If the POS must perform a Hybrid Batch Upload, the Customer
Data Field with the Customer Number, and/or the Product Information field with the Sales Tax information
must be sent up on the Worldpay Host on the detail transactions sent up as a part of the Hybrid Upload.
Simply put the additional information gathered is added to the original transaction and send to the Host on
the upload.

The Track Data field is not required on these messages, but the header information-the Total Amount
field should be the same as for the original transaction. Thereafter, only the Product Information and
Customer Data fields are required. These should only be original requests. If the batch is uploaded, the
information should be in the re-submitted transaction.

The response will return a 0000 action code and a response literal of RECEIVED, if no errors were
encountered when parsing this message.

1.2.15.2 Fleet Inside Partial Approval Processing

Fleet Cards may return a partial approval, i.e. a cardholder wished to purchase a $100.00 item but the
Fleet Card Issuer approves $75.00. At that time, the POS must send an Information Update Message to
the host. The POS must send the updated Customer/Product information to the Host to reflect the split
tender, using the Transaction Code 38.

When the POS receives the TRSP from the Worldpay host, it interrogated the Partially Approved
Transactions Flag field. If this field is equal to 1, the amount is a partial approval. The transaction has
been approved for the amount returned in the Total Amount field. The POS then subtracts the Partial
Amount authorized from the original Total Amount requested. This remainder is the dollar amount the
POS must acquire to complete the purchase.

The POS builds the Information Update Message using the Partial Amount authorized as the total amount
of the transaction. The POS uses the same Time Stamp, Transactions Sequence Number, Authorization
Number, Retrieval Data and the same PAN and Expiration Date. The POS does not retain the full Track
Data for this transaction. Only the PAN and Expiration Date is sent in the PAN=EXPIR DATE format. The
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POS builds the product data using the same detail as the original transaction and adds a new Product
Code - 913, indicating that this is a split tender transaction. The POS loads the remainder amount to the
value of Product Code 913. The Information Update transaction is then immediately sent to the Host.

The remainder is also the dollar amount the POS must acquire to complete the purchase. The POS must
then give the operator the ability to do a split tender. If the cardholder agrees to the split tender to
complete the sale, the operator will ask for a second form of payment. The operator may accept cash or
any form of payment to satisfy the full amount of the original transaction.

If the cardholder does not want to provide a second form of payment to satisfy the original amount, then
the POS must run a void transaction of the updated transaction that has been sent to the host. The void
should be done automatically after the cardholder declines to provide a second form of payment. The
POS must follow the rules for void processing following the matching criteria. (See Void in the Glossary.)
For more information, see Transaction Request Message (TREQ).

1.2.15.3 Information Update Message User Case

Figure 1-3 assumes the following:

e The POS is a dial system.
* The POS is the Inside Controller.
e The Customer accepts the FuelMan Card.

e The transaction is run inside.
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FIGURE 1-3  Information Update Message User Case
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1.2.16 Address Verification

Overview

Address Verification (AVS) is a fraud deterrent. It can be configured-the Worldpay PDL or as a site
setting. AVS is used to deter the use of fraudulent Credit Cards from being used. Most often, when card
numbers are stolen and fraudulent cards are manufactured, the users of the fraudulent cards do not have

access to the billing ZIP Code of the cardholder.

The AVS data used is the billing ZIP Code of the cardholder. This data can be included for any credit card

transaction. This processing is not currently available for fleet, debit, or EBT cards.

The ZIP Code (either 5 or 9 numeric characters) uses code E and is placed in the Customer Data field on

the TREQ sent to the host.

Activating AVS processing and prompting must be configured by card type and entry method (keyed,

swiped, outside, inside, all, none).

worldpay
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1.2.16.1 AVS Prompting

The options are for AVS prompting are:

1 - Inside Manual/ Outside Off

2 - Inside Swipe/ Outside Off

3 - Inside Both/ Outside Off

4 - Inside Manual/ Outside Swiped
5 - Inside Swipe/ Outside Swiped
6 - Inside Both/ Outside Swiped

7 - Inside Off/ Outside Swiped

8 - Inside Off/ Outside Off

See Update Terminal Configuration Request and Update Terminal Configuration Response for more
information.

The response for the AVS check is the first character of the Transaction-Type Specific Data, redefined as
the Credit/Fleet Result Code field in the transaction response (AVS Result Code field).

If the transaction is declined by the issuer, the AVS Result Code field does not need to be validated. The
POS should continue with the normal denial transaction processing.

When a POS transaction requires AVS, the prompts at the POS require the Cardholder to enter the ZIP
Code. On approved transactions with AVS, the AVS Result Code field on the TRSP must be checked. If
the AVS Result Code field indicates a match on the sent ZIP Code, or that AVS is unavailable for that
card, the transaction should be considered approved and continue with normal processing.

1.2.16.2 AVS Enabled Outside

If AVS is enabled for Outside, the sequence will be as follows:

The Cardholder swipes the Card, the display reads ENTER ZIP CODE.
The Cardholder enters the Billing ZIP Code on the Keypad and hits Enter.

The Dispenser sends the information to the Controller. The Controller formats a TREQ for the Pre
Auth and loads the AVS information and sends to the Worldpay Host for processing.

If there is an AVS mismatch of ZIP Code on an outside pre-authorization transaction, the display
message at the pump sends the cardholder inside with SEE ATTENDANT and then AVS/CvVVv
FAILED. The pump does no other processing.

1.2.16.3 AVS Outside Transaction Pay at the Pump User Case

Figure 1-4 assumes the following:

12

The POS is a dial system.
The POS is an Integrate POS with pumps communicating with the Inside Controller.
AVS Prompting for Visa is set to 4 (Inside/Outside, Zip Only).
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FIGURE 1-4  AVS Outside Transaction Pay at the Pump User Case
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1.2.16.4 AVS Enabled Inside

If AVS is enabled for Inside, the sequence will be as follows:

1. The merchant operator swipes the Card, the PIN Pad display reads ENTER ZIP CODE.
The cardholder enters the Billing ZIP Code on the PIN Pad and presses Enter.

The controller formats a TREQ for the transaction and loads the AVS information and sends to the
Worldpay Host for processing.

Petroleum Transaction Message Specification (PCD) V1.29 13
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4. If the AVS ZIP Code did not match, the display reads Avs FAILED and a prompt to accept or deny
the transaction ACCEPT Y/N?. If the clerk chooses to deny the Inside transaction based on the AVS
error, a void for that approved transaction is automatically sent to the host. If the clerk chooses to
approve the transaction, the receipt should print. It will be up to the store's policy to approve or deny
the transaction based on the AVS response.

5. The AvS FAILED- ACCEPT Y/N? prompt may also be disabled via site setting or PDL so that an
AVS mismatch may be declined by the issuer, but will not impact the transaction flow.

1.2.16.5 AVS Inside Console Transaction User Case

Figure 1-5 assumes the following:

* The POS is a dial system.
* The POS is an Integrated POS with pumps communicating with the Inside Controller.
* AVS Prompting for Visa is set to 4 (Inside/Outside, ZIP only).

FIGURE 1-5 AVS Inside Console Transaction User Case
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1.2.16.6 Mismatch Prompting

The Mismatch Prompting AVS field is sent in the Update Merchant Configuration Response 73100 and
should be configured as a site setting. See Update Merchant Configuration Response for more
information. On Inside transactions only, this parameter field will determine whether the POS should
ignore AVS mismatch responses or send the display message to the clerk.

e |f the parameter is set to 1 (Yes), the POS will perform the additional AVS display steps and the AVS
Result is always printed on the receipt.

* |f the parameter is set to 2 (No), the POS will not perform the additional AVS display steps. No AVS
messages will display on the controller/work station and the controller will not interrogate the AVS
Result Code.

1.2.17 Cardholder Verification

Cardholder Validation Value 2 (CVV2) data can be input by the merchant operator on manually-entered
credit transactions. The data is found printed on the back or front of the card, following the account
number. The value is 3-4 numeric digits and is placed in the Customer Data field using code V. This data
is not valid for fleet, debit, prepaid or EBT cards. The response for the CVV2 check is the second
character of the Transaction-Type Specific Data, redefined as Credit/Fleet Results Code (CVV2 Result
Code field). Prompting should be configured by card type.

If the transaction is declined by the network, the CVV2 Result Code field does not need to be checked,;
continue with the normal denial transaction processing.

When a transaction sent with CVV2 Data is approved, the CVV2 Result Code field should be checked by
the POS. If the CVV2 Result Code field indicates a match of the sent data (code =M) or that CVV2 is
unavailable for that card (code P, U or blank), the transaction should be considered approved by the POS
and continue with normal processing.

On an approved transaction if the response contains a CVV2 Results Code field = N indicating a CVV2
mismatch and the Mismatch Prompting CVV2 parameter is set to Yes, the error should display to the
clerk CVV FAILED with a prompt to accept or deny the transaction ACCEPT Y/N? If the clerk chooses to
deny the transaction based on the CVV2 error, a void for that approved transaction must be sent to the
host. If the clerk chooses to approve the transaction, the receipt must print. It will be up to the store's
policy to approve or deny the transaction based on the CVV2 response.

A site parameter/PDL setting indicates whether to automatically bypass the CVV Failed- Accept Y/N
prompt so that the card issuer may decline a transaction based on CVV2 mismatch, but the POS will
handle as an approval.

1.217.1 CVV2Inside Console Transaction Use Case

Figure 1-6 assumes the following:

* The POS is a dial system.
* The POS is an Integrated POS with pumps communicating with the Inside Controller.

e CVV Prompting for Visa is set to 1 or 3 for Outside and Inside/Outside.

Petroleum Transaction Message Specification (PCD) V1.29
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FIGURE 1-6  CVV2 Inside Console Transaction Use Case
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1.217.2 Mismatch Prompting

The Mismatch Prompting CVV2 parameter field is sent in the Update Merchant Terminal Response 73100
message or as a site setting. See Update Terminal Configuration Response for more information. This
field will determine the processing.

* If the parameter is set to 1 (Yes), the POS will perform and display the additional CVV2 mismatch
messages as described in the case above.

e |f the parameter is set to 2 (No), the POS will not display the additional CVV2 mismatch messages.
No CVV2 messages will display on the controller/work station and the controller will not interrogate
the CVV2 result code. The POS will approve any approved transactions with a CVV2 mismatch.

Petroleum Transaction Message Specification (PCD) V1.29
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1.2.18 Batch Limit Auto Close/batch Limit Setting

The POS must have the ability to maintain a reasonable number of transactions in its memory. The Batch
Size is a Host Controlled PDL Parameter. Point of Sale applications that accept the Worldpay Parameter
Download must be able to accept a parameter value giving the maximum batch size.

When the maximum batch size is reached, the Point of Sale must perform an automatic batch limit close.
This is done in the background and is transparent to the merchant operator. There is no merchant
operator intervention. While closing the batch, the POS will be able to start a second batch and load
transactions to it. There should be no interruption to the POS or pumps ability to operate normally and
dispense fuel/process transactions during this period. For Stand Alone POS, the batch may be as large
as POS memory allows.

For more information, see Update Merchant Configuration Response.

1.2.19 Automatic Batch Close User Case

Figure 1-7 assumes the following:

e The PDL Batch Size Auto Close value is 99.
e The totals at the POS and the RBS Lynk Host match.

FIGURE 1-7 Automatic Batch Close User Case
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1.2.20 End of Day Close Processing

Three parameters, the EOD Posting Options, control if and how a customer's POS processes with a
behind the scenes EOD function. The POS devices that process on the Worldpay Network send up
batches of transactions during a day. A site may close one batch or many batches during a day-
either-merchant operator Initiated manual shift closes or-automatic 99 transaction batches. These may be
held by the Worldpay host pending EOD close. When the merchant operator closes a day using an EOD
close, the POS will close the current batch that it has open and forward the transactions in that batch to
the Worldpay Host. If there are no transactions in the current batch, the POS must still send a Host Batch
Close Request transaction requesting a batch close for a zero amount with the Administrative Code of
62400 for Host Day Close (Post), closing the batch. The POS will then balance this last batch against the
Worldpay Host totals.

A day is defined as the period between EOD closes. If the POS does not perform an EOD for several
calendar days, and the customer is set up for EOD processing, Worldpay will hold funds until an EOD is
performed. EOD reports should reflect all transaction data that has occurred since the last EOD- not just
the most recent batch.

The EOD Posting Options can be set as a parameter in the parameter download file, or a site setting. It
will determine how the POS processes the EOD. See Update Merchant Configuration for more
information about the options.

The first parameter in the EOD Posting Option controls whether Batches will be posted when received.

1.2.21 EOD Host Post

This is a parameter in the EOD Posting Option section that communicates to the Worldpay host whether
Worldpay should post individual shifts and batches to the customer after they have been uploaded or wait
for an EOD. The POS will operate the same way regardless of which EOD post setting or administrative
code is used.

* 1 -Worldpay posts all batches associated with the shift close.
e 2 -Worldpay holds all batches and shifts and posts at day close.
e 3 - Worldpay posts all batches as independent of shift and day.

The Worldpay default value for the EOD Host Post parameter is 2.

1.2.22 Clerk Control Warning

The second parameter in the EOD Posting Option controls how and if the POS will use the EOD Close.
This parameter is the Clerk Control Warning (CCW). It is an informational setting. Its values are:

e 1 - Display EOD request prompt at HHMM
e 3 -EOD close prompting and performance disabled

The Worldpay default value for the Clerk Control Warning parameter is 3.

1.2.23 Batch Size Auto-Close
The third parameter in the EOD Posting Option is the Batch Size Auto-Close.
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It controls the size of the batch that the POS will allow. This is a Host controlled parameter. For this
parameter, the Worldpay default is 99 transactions. If the site has a value of 99 in this Parameter, and it
has run 99 transactions, the POS will generate an Auto Close of the batch.

The EOD Close Parameter in the parameter download file or site setting will determine how the POS
processes the EOD and whether it will process an End of Day (EOD) Close of the Day's Processing. The
options are listed in the PDL Update Merchant Configuration section of this specification in the EOD
Posting Options entry.

The Clerk Control Warning EOD Close Parameter only notifies the merchant operator.

For example, the CCW EOD Close Parameter may be 12300, with the 1 indicating this is the
informational option to remind the merchant operator to perform the End of Day and 2300 indicating that
the EOD should be run at 11 PM.

This option is informational and is used to influence the merchant operator to close the day's processing.
The time stamp sent in this Parameter will be the time that the site should close its day's processing.
When the POS is within two hours of this End of Day time, it will have an alternating display from the Idle
Prompt to Close Batch Soon. When the POS has reached the End of Day Time, it will have an alternating
display from the idle prompt to Must Close Batch. The POS will beep every five minutes during the CCW.
After the CCW time has passed, in our example 2300 the POS returns to the idle prompt and no further
notification is displayed to the merchant operator.

CCW batch close warning should not interfere with POS processing. POS should give the merchant
operator the ability to temporarily stop notification message (15 minutes) before the message re-appears.
IE: Option to close later makes prompt stop for 15 minutes.

The EOD Close Parameter may be marked as Disable Automatic EOD. If the EOD Close Parameter is
disabled, there is no notification to close the day's processing given to the merchant operator.

All Shift and EOD closes are done by merchant operator. If the Customer processes shifts, then the POS
must allow for a Shift function in addition to an End of Day function.

The Shift function will close an open batch. This allows the transactions in that batch to be associated
with the shift being closed. The shift report may include a single batch or multiple batches. Based on the
EOD Host Post flag, the batches within the shift may be posted or held until an End of Day is processed.

1.2.24 Merchant Operator-initiated Shift And Day Close with an Empty
Batch

If there are no transactions present when the merchant operator performs a Shift or Day Close, the POS
Application still sends a Batch Close message for every merchant operator Initiated Shift or Day Close.

The POS application normally increments the batch number when it runs its first transaction. For an
Empty Batch, the batch number must be incremented prior to sending up the Host Batch Close Request
message.

This covers the Host Batch Close Requests with Administrative Code 62100 for Shift Close (merchant
operator Initiated, Post) and 62200 for Shift Close (merchant operator Initiated, do not Post) and Host
Batch Close Requests with Administrative Code 62400 for Host Day Close (Post).

1.2.25 Operator Close User Case

Figure 1-8 assumes the following:
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e The PDL Batch Size Auto Close value is 99.
e The totals at the POS and the RBS Lynk Host match.

FIGURE 1-8  Operator Close User Case
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1.2.26 Product Codes and Price Look Ups

The POS device provides the ability to associate product codes with merchandise purchased and
provides the ability to associate a Price Look Up (PLU) with each product code.

Worldpay uses the latest Conexxus Product Codes. The POS must provide the site with the ability to use
all 999 of the Conexxus Product Codes. These three digit codes are divided into logical product groups.
See Appendix A, "Card Data and Product Information Codes".

The three digit product codes are used for tracking what is being sold at the site. Additionally, they are
used by Fleet Card issuers to track what products are purchased with Fleet Cards.

The POS may use a subset of the PCATS Product Codes, indicating what fuels and products the site
sells. The POS must allow for a site controlled function to enter Product Codes as products are added or
deleted.
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The POS device provides the ability to associate a PLU with each Product Code. The POS must allow for
a site controlled function to enter units (for example, each, case, gallon) and price per unit for each PLU.

Both functions (Product Code Update and PLU Update) must be password protected.

1.2.27 Password Protection

The POS must have the ability to provide password protection for certain functions and processes. The
POS provides levels of password protection. The POS must provide at least three levels of protection.

From highest to lowest the three levels are Administrator, Manager and merchant operator. The
Administrator may perform all Administrator, Manager and merchant operator functions. The Manager
may perform all Manager and merchant operator functions. The merchant operator may perform
merchant operator level functions.

The Administrator level password allows access to updating the POS application, by either a Hardware or
Software install or a download, and resetting passwords for Managers and merchant operators. The
Manager level password allows the manager to perform the normal day to day operations associated with
the C-Store or Service Station. The merchant operator level allows normal sign on and sign off and
running of financial transactions, including sales and pre-authorizations.

The POS password protection template will vary from Customer to Customer. In general, certain functions
will fall to the Manager level. Those will generally include running any Return or Void transactions.

1.2.28 Parameter Download for the Point of Sale and Site Controlled
Settings

The POS device has various parameters or settings that control how the POS device operates. These
settings can be simple as whether to allow Void transactions or not allow Void transactions or how AVS is
handled across all card types.

For POS devices using Worldpay Stratus for PDL updates, Worldpay accomplishes the process using
three different types of requests, which are sent to the Worldpay Host requesting updated information.

The request/response types are:

* Update Terminal Configuration Request on page 93 and Update Terminal Configuration Response on
page 94

* Update Merchant Configuration Request on page 95 and Update Merchant Configuration Response
on page 96

e Update Card Ranges Request on page 98 and Update Card Ranges Response on page 99

For POS devices using a separate Download System, such as the VeriFone Vericenter system, Worldpay
accomplishes the process by requesting either a Partial Download (PDL) or a complete Application
Download that includes a Partial Download (PDL).

The POS must allow default values to be loaded with the software. When the POS has a new application
installed, or Application Version A is upgraded to Application Version B, the application will have various
Parameter Values set as defaults. The Vendor must have the default values approved by Worldpay. The
POS Vendor must allow these default values to loaded independent of the Worldpay parameter download
when the Application is installed or upgraded. The Vendor must allow for multiple PDL shells to
accommodate multiple Customers using the Application. The defaults for all card acceptance should be
No - Not Accepted, when building shells.

Petroleum Transaction Message Specification (PCD) V1.29
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The POS must have the functionality that allows the merchant operator to request a complete PDL from
Stratus or a Partial Download (PDL) from a separate Download system. This would be located in the
Configuration Menu. The POS Application must have a configuration menu as a part of its Administrative
Menu or Manager Menu. The Configuration Menu has the Request a PDL or Request a Partial Download
function. It will be password protected. When entering the function, the POS will prompt for Password,
and then guide the user-the request. This will include requesting the Terminal Configuration Update,
Merchant Configuration Update and Card Range Update from Worldpay Stratus or a Partial Download
from the separate Download System.

The POS must have the functionality to process a PDL or Partial Download when it is informed of the
need for PDL updates or Partial Download updates on the Host Batch Close Response packet returned
from the Worldpay Host. In the Configuration Change Flag field, the POS receives a one character value
telling it what portion(s) of the PDL from Stratus must be requested or if a Partial Download or Full
Application Download from the separate Download System must be requested. If the Configuration Flag
field has a value of zero, then no PDL changes are required and no PDL requests are made by the POS.
If the Configuration Change Flag field has one of the following values, then the POS must request those
portions of the Stratus PDL or separate Download System Partial or Full Download.

Table 1-2 lists the values you can send to Configuration Change Flag Field.

TABLE 1-2 Change Configuration Flag Field Values

Flag Description

0 No configuration changes

—_

Request Terminal Configuration update

Request Merchant Configuration update

Request Terminal and Merchant Configuration updates

Request Card Range update

Request Terminal Configuration and Card Range updates

Request Merchant Configuration and Card Range updates

Request Terminal, Merchant, and Card Range updates

Request Partial Download (PDL) from a separate Download System

olT|~N|lo|lo|l x| w| N

Request Complete or Full Application Download from a separate
Download System

All PDL or Partial Download processing must be done after the POS has closed out processing on a
given batch. The PDL or Partial Download must be applied prior to running the first transaction in the next
batch. For a single device Integrated POS, for example one controller and no work stations, it is allowable
for the POS to be down while processing an merchant operator initiated PDL. The merchant operator
must exit the normal Sales Screen and enter an Administrative Function to initiate the PDL. All PDLs or
Partial Downloads, initiated by the Worldpay Host requesting the POS to perform the PDL or Partial
Download, must be done in the background. The entire process of contacting the Worldpay Host,
receiving the Terminal, Merchant and Card Range messages or parameter information from a separate
Download System and then updating the POS Parameters with the Parameter information is automatic. If
the POS is an Integrated POS, the updating is completely transparent to the merchant operator and
should not interfere with the ability of site to dispense gas or run sales.
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POS processing a full application download from a separate Download System receive a C in the
Configuration Change Flag field on the Host Batch Close Response (HBCR). Additionally, they receive
the version of the application to be downloaded and a time stamp indicating when the download should
be done on the Host Batch Close Response. The Download Application Version field on the HBCR
supplies the Download System identifier of the application to be downloaded. The POS should compare
this value to the Application Version it currently has loaded. If they are the same, then the POS should
ignore the request. If they are different, then the POS should perform the download. The Download
Timestamp on the HBCR supplies the exact time that the POS should dial the Download System for the
application download. If the Download Timestamp on the HBCR is equal to 8888 the POS should display
the message Download Now to the merchant operator. The merchant operator can clear this message. It
is the merchant operator's responsibility to process the download request.

The POS should attempt to connect to the Download System three times. If the Download System cannot
be reached, the POS should display Dwnld Attempt Failed as the display message. If the Download
System is reached, the POS then performs the application download and then the Partial Download for
parameters. The POS then notifies the Worldpay Host that the download has been completed by sending
notification to the Worldpay Host. See Update Notification Request on page 100.

The following defines the items returned to the POS on the PDL response packets. For specifics on
where these fields are located on the transaction responses sent to the POS, see the following sections:

e Update Terminal Configuration Request on page 93 and Update Terminal Configuration Response on
page 94

* Update Merchant Configuration Request on page 95 and Update Merchant Configuration Response
on page 96

* Update Card Ranges Request on page 98 and Update Card Ranges Response on page 99

Review the three Response descriptions and note that several fields have an asterisk (*) indicating that
the POS has nothing to change.

NOTE: Fields with a value of zero require no changes. POS should use an existing POS value for
these fields. If the field contains a 0, the POS should not change the value for that field. It should
keep the value that is already present. If the field does not contain a 0, then the POS should update
the parameter field with the value given on the PDL.

1.2.28.1 Update Terminal Configuration

These fields are applicable on a card type by card type basis.

Payment Type, Account Type and Accept Flag

Three one character fields describing the type of payment and whether it is accepted for Pump or Inside
or Both.

Hot Pump Allowed

The POS Pay at the Pump option that allows the dispensing of fuel while the authorization is being
processed. The Worldpay defaultis 2 = NO.

Pre-Authorization Amount

The POS Pay at the Pump amount that is sent up on the authorization. For PrePay at the Pump
transactions the DCR Cutoff Amount and Pre Auth Amount are usually the same. However, there are
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exceptions. The one exception is the issuer mandated Visa/Mastercard $1.00 transaction on the Pre Auth
Amount. With the Visa/Mastercard $1.00 transaction, the DCR Cutoff would be used to turn off the pump.

Offline Stand In

Worldpay can support Offline Stand In transaction capability. POS Vendor base functionality should be
adapted to Worldpay's message formats. Enabling Offline Stand In should be controlled by the Worldpay
host or with a Password Protected function.

Offline Stand In Amount

If the Customer chooses to accept the possibility of receiving a chargeback or a decline for approving a
transaction when the Worldpay Host is not available, this field will contain the maximum dollar amount the
Customer's POS will approve.

AVS Prompting

See Address Verification on page 11 for more information.
The possible combinations by card type are:
* 1 - Inside Manual/ Outside Off

e 2 - Inside Swipe/ Outside Off

* 3 - Inside Both/ Outside Off

* 4 - Inside Manual/ Outside Swiped

e 5 -Inside Swipe/ Outside Swiped

* 6 - Inside Both/ Outside Swiped

e 7 -Inside Off/ Outside Swiped

* 8- Inside Off/ Outside Off

Card Validation Data (CVD)

See Cardholder Verification on page 15. The possible combinations by card type for CVV2 acceptance
are:

* 1 - Accepted Inside Only
* 2 - Disable Prompting

Manual Transactions Enabled

Whether the Customer chooses to accept manually entered transactions inside at the controller or work
station is controlled by this Parameter.

DCR Cut-off Amount

The Dispenser Card Reader (DCR) Cutoff Amount is the maximum amount that the pump will use to
cut-off the amount of fuel being pumped. This value can be up to $9, 999.00 whole dollars as a part of the
PDL and site setting. This amount can differ from the Pre Auth Amount sent on the Authorization. An
example of this may be seen on the Visa and Mastercard transactions. While both the Visa and
Mastercard Pre Auth Amounts will be set to $1, the DCR Cutoff Amount for Visa and Mastercard it will be
$75.
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When the $1.00 Pre-Auth Amount is approved and returned to the POS, the DCR Cutoff Amount is used
to turn off the pump.

Floor Limit Enabled

The Customer may choose to accept the possibility of a Decline or a Charge Back for approving
transactions for specific card types, without sending the transactions to the Worldpay Network for
processing. With this feature, the POS approves the transaction without attempting to reach the Worldpay
Host. The floor limit enabled transactions are loaded to the POS Batch. These are Ticket Only or Force
Sales. They are sent to the Worldpay Host with the next connection to the host. They are sent on TREQs
with the Transaction Code of 03 for Force Sale. Floor Limit transactions are allowed on Credit only, and
not available for Debit, Fleet, EBT and Prepaid cards. The transactions have the first two positions of the
Authorization Code equal to FL.

Floor Limit Amount

If the Customer chooses to accept the possibility of a chargeback or a decline for approving a transaction,
without sending the transaction for approval to the Worldpay Host, this field will contain the dollar amount
limit the Customer's POS will approve. The Worldpay default amount is zero.

Small Ticket Enabled

The Customer may choose to participate in Issuer small ticket programs. For this process functionality, a
signature is not required on the Credit Card ticket produced on the Inside POS. The limits are established
by the Customer. Small Ticket transactions are processed normally to the Worldpay Host.

Small Ticket Amount

This parameter gives the dollar amount that the Customer will allow for a no-signature receipt.

Debit First Prompt Enabled

This parameter allows the POS to prompt for PIN first on Pay at the Pump transactions for Debit, Visa
and Mastercard. See Debit Prompting on page 36 for more information.

Card Issuer Referral Numbers

This parameter gives the telephone number that the merchant operator should call for soft declines. It
must be displayed when soft decline messages, such as Call Center or Call for Authorization, are
received by the POS. The number allows the merchant operator to call the Voice Authorization Center.

1.2.28.2 Update Merchant Configuration

Receipt Header Information

This parameter consists of up to four lines of receipt information. Each of the four lines may be up to 40
characters in length. See the sample receipts supplied. Receipt header information cannot be altered at
the POS.

The content of the Receipt Header Information fields are:

e Merchant store name
e Merchant street address

* Merchant city
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e Merchant state
e Merchant ZIP code

* Merchant store phone number

Primary Host Number and Secondary Host Number

These two parameter values are the phone numbers used to communicate with the Worldpay Host for
Financial and Administrative transactions.

Processing Mode

This parameter determines the type of processing the POS will perform. Worldpay Hybrid is the method
described in this specification and the method used for Petroleum processing with Worldpay.

Primary VSAT/IP address and Secondary VSAT/IP Address

These two parameter values are the addressing information for POS using satellite communication or IP
communication with the Worldpay Host.

URL and Port Address

This parameter value is the addressing information when using an URL for communicating with the
Worldpay Host via IP.

Miscellaneous Features

Table 1-3 lists parameters and how they c